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Executive Summary

Analysis of the intelligence sharing the first quarter of 2026 showed that the top reported threats by volume
continued to reflect the steady reliance by threat actors on tried and tested threat vectors like fraud, social
engineering, and malware. Member reporting heavily focused on Com-affiliated activity, widespread fraud activity,
and cyber impacts of the Middle East conflict.

Threat Landscape

Top Sharing Trends
Sourced from RH-ISAC Core Member sharing.
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These trends tend to remain static over time in
reporting and discussions on sharing platforms;
social engineering, fraud activity, and specific
threat group TTPs are always priorities for
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THREAT ACTORS

ShinyHunters
MageCart
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TASS8
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WageMole
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MITRE ATT&CK TECHNIQUES

Phishing - T1566 I 3
Impersonation - T1656 I 2
Web Protocols - T1071.001 I 2
Code Signing - T1553.002 | 1
Conduct social engineering - T1268 | 1

Data Encrypted for Impact - T1486 | 1

|

ShinyHunters activity has been
prevalent in Q1 2026,
especially in terms of

. | ransomware and extortion
activity both targeting

+ | membership directly and
targeting the supply chain and
third parties members rely on
for business operations.

Spearphishing Links and
Attachments are by far the most
common TTPs reported by the
membership, which has not
changed over time, as targeted
social engineering remains
effective as an initial infection
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MEMBER INDUSTRIES
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The rate of sharing from member industries
mostly reflects the ratio each industry vertical
makes up of the total RH-ISAC membership,
with one key exception: restaurants only make
up approximately 9% of membership, but
account for a significantly higher portion of
sharing due to several highly active member
analysts frequently sharing in MISP.

1 vector.
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Top Industry Trends

Sourced from Feedly Industry Tracking for industries within RH-ISAC purview.

TARGETED INDUSTRIES

MOST ACTIVE MALWARE

Most active malware

Targeted industries

Feedly threat trends show a
somewhat wider view of industry
targeting and malware activity
than strict member-based
reporting, with major ransomware
groups emerging in the malware
category and manufacturing being
the most targeted industry.

2

@ Manufacturing Industry 177% @ Retail Industry 13%
@ Media & Entertainment Industry 12% @ Travel & Hospitality Industry 7%
Telecom Industry 5% Others 46%
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® AgendaCrypt 5% @ Akira 5%

@ DragonForce (Windows) 2%
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MALWARE TYPES ATTACK TYPES

Feedly also shows a
more detailed view of the
types of tools and
attacks used by threat
actors to target our
industries, with
ransomware and data
\ breaches predictably

leading the trends.

@ Data Breaches & Exfiltration 42% @ Ransomware Attacks 33%

. . ; 3 @ Credential-Based Attacks 7% @ DDoS & Service Disruption Attacks 5%
@® Ransomware 31% @ Mobile Malware 1% @ Backdoor Malware 1% Web Application Attacks 4% Others 8%

® Trojan Malware 0% Wiper 0% Others 67%

MOST ACTIVE THREAT ACTORS TARGETED COMPANIES BY SIZE

, Feedly highlights several
ransomware groups
/ targeting our industries,
all of which appear
regularly in RH-ISAC
dark web reporting.
Feedly also shows a
remarkably even spread
of targeting by company
size, indicating
opportunistic rather than
focused targeting.

® Storm-1567 5% @ The Gentlemen 4% @ DragonForce 3% ® Medium 29% @ Unknown 24% @ Small 18% @ Large 17%
@ ShinyHunters 1% RipperSec 1% Others 86% Enterprise 13%
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